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Online Black-Box Monitoring
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* Monitor runs in parallel and outputs a stream of verdicts
* Monitor has no knowledge of the system’s internals
* Monitor shares resources with the system



Why Monitoring Should Become Ubiquitous

* Increasing software complexity
* Verification gap

* Increasing hardware power
e Some resources into assurance

* Inclusion vs. membership
* More expressive formalisms



Why Monitoring Should be Quantitative

* More interesting specifications
* Response time, power consumption...

* Fully universal monitoring
* Best possible estimates at all times

* Natural approximate methods
* Trading monitor precision against monitor resources



Why Monitoring Should be Quantitative
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Why Signal First-Order Logic (SFO)

» STL:  OO(10 = po,10) Hio,s1(If — 5] < 0.5)

t t+10 ¢ +8

Maler and Nickovi¢, “Monitoring Temporal Properties of Continuous Signals”, FORMATS 2004.
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Why Signal First-Order Logic (SFO)

e SFO: 1b[t] > 3reR.3ce[0,10].Vd € [0,8].|f(t+c+d) —7| <0.5

/ 1410 ' +8

Bakhirkin, Ferrere, Henzinger, and Nickovi¢,“The First-Order Logic of Signals”, EMSOFT 2018.



Contributions and Overview

Quantitative semantics for SFO
Past-time fragment and pastification

Online monitoring algorithm
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Contributions and Overview

|. Quantitative semantics for SFO

3. Online monitoring algorithm

4. Implementation and experiments



SFO Boolean Semantics

pu=0<0|-¢p|oVop|Ire R ¢| Is€l. ¢
9 s=p| T value variables time variables
, ol p. =T ]T(T)ln|P_P|P+P value terms
input signals <
T iim— & an—T|T+T time terms
trace valuation
\w, z/f =01 <02 & [01]wy < [02]w. [n]wy=n (neQ)
w,V =g & w,v P |2l = viz) (€ X)
w,V |: ¢1 Vv ¢2 < W,V |: ¢1 or w, v l: ¢2 [[01 =5 0217.0,1/ = [[elﬂw,u Sl [[02]]11),1/
w,wEIIreR ¢ Jae R w,v[ralEo¢ [fiz)lsp = [[f]]w([[T]]w,,/)

w,viEIdsel.¢goJacl w,vfs—allE=o

Bakhirkin, Ferrere, Henzinger, and Nickovi¢,“The First-Order Logic of Signals”, EMSOFT 2018.



SFO Boolean Semantics

p::=0<0|-¢|opVo|IreR ¢| Is€l.¢
value variables ime variables
D=9l 7 t
o pu=r|f(r)|nlp=—plp+p alve terms
input signals <
T ::= 8 TL|T—7'|7'+T time terms
trace valuation
\w, I/f |= 0 < 0, & [[(91]]10,,/ < [[02]]w,,, [[n wy =N (n = Q)
w,v ¢ w,v ¢ []u, = v(z) (€ X)
w, v |: ¢1 Vv ¢2 < W,V IZ ¢1 or w, v IZ ¢2 [[91 == 02 w, v — [[91]]11),1/ = [[92]]11),1/
w,vEIreR oS JacR: wvr<al ¢ [f (D)]we = [flu([T]w.v)

w, v |= ds € I-Qb S da€l: w>’/[8 = a] |: (/) Signal accesses must be
well-defined

Bakhirkin, Ferrere, Henzinger, and Nickovic,“The First-Order Logic of Signals”, EMSOFT 2018. 12




SFO Quantitative Semantics

input signals <

p::=0<0|-¢|opVo|IreR ¢| Is€l.¢
value variables ime variables
Be=pl% t
pi=T f|(7‘)|’n,|p—p|,0+,0 value terms
T ai— & an—T|T+T time terms
M(w v, 01 < 02 [[02]]11),1/ — Hel]]w,u

p(w, v, ¢1V ¢2) = max{p(w, v, ¢1), p(w, v, 2) }

p(w, v, Ir € R.¢p) = sup u(w, v|r < al, ¢)
a€ER

=
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)
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p(w,v,3s € 1.¢) = sup p(w,v[s < al, ¢)
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SFO Quantitative Semantics

input signals <

b:=0<0|-¢|dVd|IrcR¢| Isc .o
value variables ime variables
Bo=p| 7T ’
p=T |(7')|n|p—,0|p+p value terms
Tuo=s|n|T—7|7T+T time terms
Theorem.
pw(w,v,0; < 03) = [02]wr — [01]w.r If u(w,v, ) > 0,then w,v E ¢.
sl s )= — e H) If u(w,v, ) < 0,then w,v & ¢.
p(w, v, ¢1 V ¢2) = max{u(w, v, ¢1), p(w, v, p2)}
p(w,v,3Ir € R.¢) = sup p(w,v[r <+ a, ¢)

a€ER

p(w, v, 3s € 1.¢) = sup p(w,v[s < al, §)
acel




SFO Quantitative Semantics: Example

1 blt] — 3r € R.3c € [0,101.vd € [0,8]| f(t + c+d) [ < 0.5
|

sup sup inf (0.5—|f(t+c+d)—r|)
reR ce[0,10] 4€[0,8]




SFO Quantitative Semantics: Example

1 b[t] — ‘Elr € R.3c€[0,10].Vd € [0,8].|f(t +c+d) —r| < 0.5}
Y

sup sup inf (0.5—|f(t+c+d)—r|)
r€R ce[0,10] 4€[0,8]

c=2andr=1
= u=0.5




SFO Quantitative Semantics: Example

1 b[t] = \37‘ € R.3c € [0,10].vd € [0,8].|f(t+c+d) —r| < 0.5}
Y

sup sup inf (0.5—|f(t+c+d)—r]|)
r€R ce[0,10] 4€[0,8]

t=12

Best delay: ¢ = 7 with min f = 1.75 and max f = 3

e 3+1.75
Best stabilization target: r = e 2.375

=>u=05 —|[3-2.375=-0.125
t=1
c=2andr =1

= u =05 s B S
t=19tot = 27




Online Quantitative Monitoring

* Temporal formulas
* Exactly one free time variable t and all signal accesses are relative to ¢

* Past-time SFO (pSFO)

* Evaluation at time ¢ depends only on observations until time ¢

* Piecewise-linear signal interpolation
* Represent constraints as polyhedra, optimize over them to compute [



Online Quantitative Monitoring: Algorithm

Input: pSFO formula ¢ and signal stream wq, w,, ...

Fori = 1:
|. Append to P the constraints from w;; restrict t to current segment.

2 o C o m P ute l,l rec u rs Ive Iy. Require: pSFO formula ¢; domain-constraints P, for the current segment

Ensure: list of polyhedra P and robustness variable v for a subformula on the current segment

1: if ¢ = (6, < 6>) then 13: else if ¢ =3s € I:¢  then

2: (P',v') « TERM(02 — 0y, Pa) 14: (P',v") «+ FormuLAROBUST(¢', P4M {s € I})
3: return (P',v) 15: (P",v") + ELIMINATEBYSUP(P’, V', s, I)
4: else if ¢ = —¢' then 16: return (P”,v")

5. (P',v") + FormuLAROBUST(¢', P4) 17: else if ¢ = ¢ V ¢» then

6: v" < FRESHVAR() 18: (P1,v1) < FORMULAROBUST(¢1, Pa)

. PP Nn{v ="} 19:  (P2,v2) + FORMULAROBUST(¢2, Pa)

8: return (ELiMINATE({v'}, P"),v") 20: v' + FRESHVAR()

9: else if 9 =3r € R: ¢’ then 21: Prax < PiNP2N{v > v, v =v1}

10: (P’,v’') + FormuLARoOBUST(¢', P, N {r € R}) 22: Pl «—PiNPN{v <ve, v =12}

11: (P”,v") « ELIMINATEBYSUP(P’,v’,7, R) 23: P’ « ELIMINATE({v1,v2}, Pmax U Pmax)
12: return (P”,v") 24: return (P’,v')



Online Quantitative Monitoring: Quantifiers

dx €1: ¢

For each polyhedral piece P:

2.
3.
4

Restrict P with x € I.
Write the robustnesson P as v = a(Y) - x + B(Y).

Extract the feasible bounds #(Y) < x < u(Y) on x.

Choose the best endpoint:

. if a > 0, choose the largest feasible x;
2. if a <0, choose the smallest feasible x;
3. if a = 0, choose any feasible x.

Substitute the chosen value into v and eliminate x.
After processing all pieces, keep only the pointwise maximum.

20



Online Quantitative Monitoring: Example
3c € 10,2]: 0 < f(t — ¢)

robustness

0 1 2 3

21



Online Quantitative Monitoring: Example

3c € 10,2]: 0 < f(t — ¢)

Pf2={1Stf<2,vf=2tf—5}

1
T robustness

1

22



Online Quantitative Monitoring: Example
3c € 10,2]: 0 < f(t — ¢)

Pt ={0 <ty <1,v; = =3t} PA={2<t<3t—1<c<2uv=3c—3t)
Pf2={1Stf<2,vf=2tf—5} PP={2<t<3t—-2<c<t—1,v=-2c+2t—75)}
P} ={2 <ty <3,vp =2t; — 5} PC={2<t<30<c<t—-2,v=—-2c+2t—-5}

1

robustness
- : —> t
(L 1 2 3
-1 -
5
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Online Quantitative Monitoring: Example
3c € 10,2]: 0 < f(t — ¢)

P? ={1 <ty <2,v; = 2t; — 5}
P? = {2 <ty < 3,vp = 2t; — 5}

PP={2<t<3t—-2<c<t—1v=-2c+2t—5)}
PC={2<t<30<c<t—-2v=-2c+2t—5}

Pt ={0 <ty <1,v; = =3t} I PA={2<t<3t—1<c<2v=3c—3t)

(A):a=3=>v'=3-2-3t=-3t+6
B:a=-2=v=-2-(t—2)+2t—-5)=—-1
C):a=-2>v =-2-0+(2t—5)=2t-5




Online Quantitative Monitoring: Example
3c € 10,2]: 0 < f(t — ¢)

A f(t)
g /
: } —> ¢
: 3
-1 -
-9 -
-3 +
lt for2<t—c<3
robustness
+ k\ —>
0 1 r 1 3
14+  aissees t"‘ .................... forl<t—c<?2
~\
-2+ o
- —3t 4+ 6 o
3 1 ‘~~forOSt—c<1
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Online Quantitative Monitoring: Example
3c € 10,2]: 0 < f(t — ¢)

1
0 11
-1 1 {2St<?,v'=—3t+6
-2 4+ L
11
-3 - {?St<3,v,=2t_5
1
robustness \/
! ‘ >t
(b 1 2 3
-1+
-2 4
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Implementation

github.com/ista-vamos/artifact-fm-gsfo

* In Python, using pplpy and SymPy
* SFO parser and quantitative monitoring algorithm

* Some tricks:
* Unions of convex polyhedra as lists
* Robustness variable outside polyhedra
* Fast output interval extraction

27
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Experiments: Dynamic Obstacle Avoidance

Sampling period: 0.1s

Avoidance

P1 P2 P3 Pl + P2 + P3

Time (s) per segment: 0.002 0.005 0.014 0.021

* Pl (safe velocity): t > 2 = Ay y nlvi(0)] < 1
* P2 (motion smoothness): ey 5, 21 Vi (£) — v;(t — 0.1)] < 0.01
* P3 (obstacle separation):/\l-e{x,yz}AlSjSS‘pOSi(t) — obs;; (t)| > 0.5

Qin, Zhang, Chen, Chen, and Fan,“Learning Safe Multi-Agent Control with Decentralized Neural Barrier Certificates”, ICLR 2021.
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Experiments: F16 Altitude Control

Sampling period: 0.033s

Altitude Control

Pl P2 s P1 + P2 + PS8

Time (s) per segment: 0.002 0.002 0.210 0.532

* PI (safe altitude): 1000 < alt(t) < 45000
* P2 (safe airspeed): 150 < v(t) < 1500

* P3 (altitude recovery): alt(t) < 1640 = 3t,. € [0,10]: V¢, € [0,10]:
alt(t +t,. + t,) = 2300

Heidlauf, Collins, Bolender, and Bak, “Verification Challenges in F-16 Ground Collision Avoidance and Other Automated Maneuvers”,ARCH 2018. 29



Experiments: F16 Altitude Control

Sampling period: 0.033s

Altitude Control

P1 P2 | P3| P1 + P2 + P3 ~98% of time spent on
S signal lookup
Time (s) per segment: 0.002 0.002 10.210 0.532 +

can be made ~40x faster by
filtering empty intersections

* PI (safe altitude): 1000 < alt(t) < 45000
* P2 (safe airspeed): 150 < v(t) < 1500

* P3 (altitude recovery): alt(t) < 1640 = 3t,. € [0,10]: V¢, € [0,10]:
alt(t +t,. + t,) = 2300

Heidlauf, Collins, Bolender, and Bak, “Verification Challenges in F-16 Ground Collision Avoidance and Other Automated Maneuvers”,ARCH 2018. 30



Conclusion

Contributions

|. Quantitative semantics for SFO

2. Past-time fragment and pastification
3. Online monitoring algorithm

4. Implementation and experiments

Future Work
|. SFO-based neural predictive control
2. Certified approximate monitoring

Thank you!
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