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Online Black-Box Monitoring
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» Monitor runs in parallel and outputs a stream of verdicts

» Computation is deterministic and online/real-time

1

1Rabin, M. 0. (1963). Real time computation.
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Motivation

» Increasing software complexity

® systems cannot always be model-checked or modeled
® static verification gap?
P better tools but harder challenges
» |Increasing hardware parallelism
® not all hardware resources will go into performance
» some will hopefully go into assurance
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Motivation

» Increasing software complexity

® systems cannot always be model-checked or modeled
® static verification gap?
P better tools but harder challenges
» |Increasing hardware parallelism
® not all hardware resources will go into performance
» some will hopefully go into assurance

» Static verification — emptiness
Runtime verification — membership

® more expressive formalisms (beyond finite-state)
® quantitative and approximate methods

» distance measures between behaviors rather than systems

N. Ege Sarag Quantitative and Approximate Monitoring

.".II 1 EI



Our contribution

» A framework for runtime verification which

® supports monitors that over- or under-approximate quantitative properties
® enables comparison of such monitors w.r.t. precision and resource use
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Example: Maximal Response Time

» Model: server with » Verdict function:
® ¥ = {req,ack, oth} ® Umax: 2" — NU{oo}
® pmax:E“—}rNU{Dﬂ}

2 Umax
> f

req ack req oth ack req ack oth

Example 1.
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Example: Maximal Response Time

» Model: server with » Verdict function:
* ¥ = {req,ack, oth} ® Umax: ¥ = NU{oo}
. pmax:Z"‘"—:rNU{DO}

ack

oth T ] oth; T + z + 1

-0 =0

ack; >y, y+z,z + 0
gkt B =y m )

output: A(gq,v) = max(v(z),v(y))
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Example: Average Response Time

» Model: server with » Verdict function:
® 3 = {req, ack, oth} ® Vag: 2F = QU {oo}
¢ Pavg - ) Dt —}@U{DC}}

A - - .

2
1.5

ﬁ Vavg
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req ack req oth ack req ack oth
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Example: Average Response Time

» Model: server with » Verdict function:
® 3 = {req, ack, oth} ® Vag: 2* = QU {oo}
¢ Pavg - ) Dt —}@U{DC}}

veq dek rem Oth Gek Teg g0k Ofh
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Example: Pairwise Maximal Response Time

» Model: server with

® ¥ ={req,,req,,acky,acks, oth}

® Ppair : X = (NU {oc}) x (NU {oo})

Example 3.

» 4 counters — exact for both
3 counters — exact 4+ under-approximate
2 counters — under-approximate for both

» decreasing “precision”
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Modalities of Quantitative Monitoring

For a quantitative property p : X — ID and a verdict function v : X* — D
» pis universally monitorable from below by v iff

o VfeX¥ limsupv(fo.n) =p(f)

n—0C

» pis existentially monitorable from below by v iff
* VfeX¥ limsupv(fo.n) < p(f)

N—r oo

* Vse X df € ¥¥ : limsupv(sfo.n) = p(sf)

n— 0o

» pis approximately monitorable from below by v iff
* VfeX¥:limsupv(fo.n) <p(f)

N—roC

For verdict functions v, u that monitor p from below

» v is more precise than wu iff
o VfeX¥ limsupu(fo.n) <limsupv(fo.n)

N— oo T — O
* Jg € X¥ : limsupu(gg.n) < limsupv(go..n)
TL—F D TL—F XD
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Modalities of Quantitative Monitoring

For a quantitative property p : 2* — ID and a verdict function v : X* — D
» pis universally monitorable from above by v iff
* Vfex¥ liminfo(fo n) = p(f)
» pis existentially monitorable from above by v iff
* Vfe X liminfu(fo.n) = p(f)
e VseX*:3f € nv: lim inf v(s fo. ) = p(sf)

» pis approximately monitorable from above by v iff
o Vf e liminfu(fon) > p(f)

For verdict functions v, u that monitor p from above
» v is more precise than u iff
* VfeX¥: liminfu(fy ) > liminf v(fo. )
n— > T— O
* Jg € X¥ :liminfu(gg. ) > liminfv(go. n)
TL— 20

TL—+ 20
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Example: Modalities of Quantitative Monitoring

» Model: server with
® ¥ ={req,,req,,ack;,acks, oth}
® p;: maximal response time over (r¢q., ack;)

* p(f) = max(p1(f),p2(f))

Example 4.

v1: counts both — universal, from below

va: counts (reqq, acky) — existential, from below

1
/ v3: constant 0 ? approximate, from below

req, ack; oth req, oth oth acks oth

MN. Ege Sarac Quantitative and Approximate Monitoring 10 / 16



The Power of Monotonicity

Monotonic verdicts:

» conservative estimates that improve in quality over time

» Model: server with » s = reqothothack

* ¥ = {req, ack, oth} ® Pmin(sf) <3 forall feX¥

. ,
Pmin: Minimal response time » upper bound — property value
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The Power of Monotonicity

Monotonic verdicts:

» conservative estimates that improve in quality over time

» Model: server with » s = reqothothack

* ¥ = {req, ack, oth} ® Pmin(sf) <3 forall feX¥

. I .
Pmin: Minimal response time » upper bound — property value

» Such properties are continuous

» Define co-continuous using lower bounds, e.g., maximal response time

A quantitative property p is continuous (resp. co-continuous) iff p is
universally monitorable by a monotonically decreasing (resp. increasing)
verdict function.

2Weihrauch, K. (1987). Complete Partial Orders. In Computability.
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Boolean Properties in Quantitative Setting

» Boolean monitorability3'4'5'6 Universal monitorability from below
I Mono. increasing Unrestricted verdict
. 7 B ) or ¢ Obl
» Safety-progress hierarchy B,  Safen CoSafe 1
Reactivity B, CoSafe Resp
NE, (Pers; U Resp;) B Safe Pers

Persistence Response
UienSafe; MienCoSafe;

Existential monitorability from below

[ﬂ!’ ?Sg}lgtt?n : } [ Mono. increasing Unrestricted verdict
et B 0 or 5* Obl

B, Mon at least Mon U React
[ Safety ] [ Co-safety } B, any P C ¥ any P C ¥

By any P C X% any P C 3%

3Pnueli, A., & Zaks, A, (2006). PSL model checking and run-time verification via testers.
4Bauer. A., Leucker, M., & Schallhart, C. (2011). Runtime verification for LTL and TLTL.
5F3|CDF‘IE, Y., Fernandez, J. C., & Mounier, L. (2012). What can you verify and enforce at runtime?
6Aceto, L., Achilleos, A., Francalanza, A., Ingélfsdéttir, A., & Lehtinen, K. (2019). An operational guide to monitorability.
T(:hamg;, E., Manna, Z., & Pnueli, A. (1993). The safety-progress classification.
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Approximate Register Monitors

Real-time counter hierarchy?®:
T =1(0,41,—1,>0)
Ek:{]-**k} Pk:{fezif‘\d]- gi{k:vs_<f: ‘Slt > ‘Sli—l—l}

ElF:err:‘er«&, T., Henzinger, T. A., & Sarag, N. E. (2018). A theory of register monitors.
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Approximate Register Monitors

T =(0,4+1,—1,>0)
Ek:{l,...,k} Pk:{fezii'VIiii{k:VS*{f: 'Sli:j'SlH_]}

For every k > 1, there is a quantitative property qi. such that
» q;. is universally monitorable by a k-counter monitor, and

» for every { < k and approximate {-counter monitor for q;., there exists
a more precise (¢ + 1)-counter monitor.

» Get a quantitative property ¢, from P,
* @(f) =xif fe P
* qx(f) =nif f ¢ P, where n := len(shortest bad prefix of f)

» Approximate monitor makes “mistakes” — use the new counter to fix

[
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Approximate Register Monitors

Observations: (i) The monitor needs to recognize the boolean property
(ii) No need to use ¥ — encode using {0, 1, #}

There is a quantitative property q such that
» q is not universally monitorable by any counter monitor, and

» for every k > 1 and k-counter monitor for q, there exists a more
precise (k + 1)-counter monitor.
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Approximate Register Monitors

Observations: (i) The monitor needs to recognize the boolean property
(ii) No need to use ¥ — encode using {0, 1, #}

T here is a quantitative property q such that
» ¢ is not universally monitorable by any counter monitor, and

» for every k > 1 and k-counter monitor for q, there exists a more
precise (k + 1)-counter monitor.

Real-time monitors beyond counters:

> P = {#so#s1#sy... |VieN:s; € {0, 1} AV]j £i:5; # 5}
< no number repeats

° q(f):c:oiffEP
°* q(f)=nif f ¢ P where n := len(shortest bad prefix of f)

» ¢ is not universally monitorable by any (0,1, +, x, .“f_:*)—rnc.‘:nitc::r8

ElF:err:‘er«e, T., Henzinger, T. A., & Sarag, N. E. (2018). A theory of register monitors.
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Conclusion

Our contribution

» A framework for runtime verification which

® supports monitors that over- or under-approximate quantitative properties
® enables comparison of such monitors w.r.t. precision and resource use

» More on precision-resource tradeoffs
» Monitor synthesis problem

» Runtime enforcement
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